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Introduction

Purpose:

 To summarize Enterprise Risk Management (ERM) efforts to date and elicit
Business Operations Advisory Committee (BOAC) perspectives on maturing
ERM at NSF

Outcome:

e Guidance on strategies and best practices that will assist NSF to continue
developing ERM




Background

e OnJuly 15, 2017, Office of Management and Budget released an update to Circular A-
123, Management’s Responsibility for Enterprise Risk Management and Internal Control

 NSF implemented ERM to:

 Determine what risk areas could negatively affect the ability of NSF to carry out its
mission

* |dentify resources, processes, policies, and procedures for proactively managing risk
* Create greater risk management awareness at all levels of the organization

e Provide a coordinated and common framework for capturing and reporting risk
information and getting the right people around the table to discuss risk and
incorporate into decision making

 NSFisin its second year of implementing ERM



https://www.whitehouse.gov/sites/default/files/omb/memoranda/2016/m-16-17.pdf

Top Accomplishments

Leadership: Director, Chief Operating Officer (COO), and
Assistant Directors support ERM

Director’s Watch List and National Science Board (NSB) risk
discussions

Maturity based ERM strategy and process

OMB concurred with NSF’s plan; met first major milestone | \ = Mo
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Revised Proposal & Award COO Message on Renewing NSF —

NSF’s Strategic Plan: Incorporated ERM into Strategic Plan  roucessrmoceames eoterprise nisk tnformation Tecknology

Office of Inspector General (OIG): discussed road rules on
collaboration

NSF’s Internal Controls Program: Integrated ERM with
internal controls program




NSF ERM Maturity Level
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Top Lessons Learned

e Exploring dedicated ERM Accountable Official and/or
formal Risk Management Council

* Improving governance and clarifying NSF wide roles and
responsibilities for ERM to guard against “compliance
exercise” risks and maximize “value” to NSF

 Moving NSF risk management from good to great

 Moving from annual reporting to regular ongoing
discussions about risks

e Developing clearer linkages with strategic opportunity
initiatives

e Considering governmentwide trends and lessons
learned, “where do we go from here?”
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NSF’s ERM Framework*

Identify
Risks

\ Appreciating different
meanings of risk,
Assess illustrative examples:**
e external

/ e strategy

Monitor Iterative

Risks Communication and
Collaboration

Risks

e preventable

* Consistent with authoritative guidance from Committee on Sponsoring Organizations of the Treadway Commission (COSO) and
Chief Financial Officer (CFO) and Performance Improvement Officer (P10) Council Playbook

** Based on a Harvard Business Review Article, Managing Risks: A New Framework (available at https://hbr.org/2012/06/managing-
risks-a-new-framework)



https://hbr.org/2012/06/managing-risks-a-new-framework

» . .
Harvard Business Review Framework

e External Risks: Risks that arise from outside and are beyond an organization’s
influence and control

e Strategy Risks: Risks that an organization voluntarily accepts to generate
superior returns from its strategy

* Preventable Risks: Internal risks, arising from within the organization, that
are controllable and ought to be eliminated or avoided

Harvard
Business
Review



Presenter
Presentation Notes

The second approach is from a 2012 Harvard Business Review article by Robert Kaplan.  The risk working group liked this approach because of its relative simplicity, its alignment with the environment in which NSB and NSF operate, and because it recognizes that not all risks are bad.

The HBR framework focuses on three kinds of risks:

External risks. In the NSF/NSB context, these are those risks that come from outside of NSB and NSF. Sources could be Congress, the Administration, the public, the scientific community, etc. Sometimes, NSB and NSF can take actions that mitigate those risks, but they are rarely entirely preventable.  Examples – Congress allocates funding by Directorate; Government shutdown

Strategy risks. These are about choices. They involve taking risks for higher returns or forgoing opportunities when NSB/NSF can’t absorb the potential downside. This is all about informed risk.  Example –  NSF’s award portfolio; external partnerships; efforts to change how a community approaches its science; funding cutting edge infrastructure and tools

Preventable risks. These are risks that fall squarely within the ambit of NSB and NSF should be avoided and reflect negatively on NSF and NSB. NSF’s preventable risks are NSF’s to manage. Board-specific preventable risks are NSB’s to manage.  The Board’s Committee on Oversight has a role in ensuring that NSF is addressing and mitigating preventable risks.


2018 Risk Reporting

@ National Science Foundation

BUILDING THE FUTURE
INVESTING IN DISCOVERY

External Risk

Risks that arise from outside and are
beyond the organization's influence and
control

Strategy Risk

Risks that an organization voluntarily accepts
1o generate superior returns from its strategy

Preventable Risk

Internal risks, arising from within the
organization, that are controllable and ought tof
be eliminated or avoided

NSF Strategic Goal

AND INNOVATION

[Expand knowledge in science,
engineering, and learning

NSF Strategic Plan for Fiscal Years (FY) 2018-2022

STRATEGIC OBJECTIVE — Improve Program Ouitcomes

Advance the capability of the
Wation to meet current and
future challenges

Enhance NSF's performance
of its mission
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ERM and Management Challenges

NSF is using ERM to assist Agency leadership in responding to strategic challenges
by:

 |dentifying Opportunities
* Making decisions about risks

e Building consensus with stakeholders




BOAC Discussion Questions

 What are the strategies and best practices that can help us mature ERM and
move it from an Office of the Chief Financial Officer mindset to an NSF mindset?

 What actions can we take to continue to develop NSF’s ERM governance
structure?

e How have you changed your organizational culture to create an ERM community

THANK
YOU!

of practice?




Attachments

e Guiding Principles for Implementing ERM at NSF

* National Science Board Philosophy and Principles

e NSF Governance Structure




Guiding Principles for Implementing ERM at NSF

e Support from the Top is a Necessity

e Build ERM Using Incremental Steps

e Focus initially on a Small Number of Top Risks
* Leverage Existing Resources

e Build on Existing Risk Management Activities

e Embed ERM into the Decision Making Practices of the
Organization

e Provide Ongoing ERM Updates and Continuing Education for
Leadership and Senior Management




National Science Board (NSB)

Philosophy

Integral to NSB’s role
Recognizes that effective risk
management must be an
enterprise-wide activity
Efforts are undertaken in
conjunction with NSF’s ERM

Principles

Risk management is fundamental to

effective oversight

Board must be attuned to its own
risk profile

Strategic and holistic approach to
the larger enterprise

Applying the Harvard Business
Review Risk Framework

NSB-2018-16

MNational Science Board Risk Philosophy

Risk management, mitigation, and (when warranted) informed acceptance of risk are integral to
the National Science Board's (Board, NSB) role to further the National Science Foundation's
(NSF, Foundation) mission and fulfill NSB's dual roles to set policy for NSF and serve as an
advisor to Congress and the White House on science and engineering policy and education.

The Board recognizes that effective risk management must be an enterprise-wide activity.
N5B's efforts are undertaken in conjunction with the NSF's enterprise risk management
activities as well as directorate and facilities-specific risk monitoring, and are designed to
complement those efforts. Through sustained risk-informed dialogue and consistent evaluation
of risk factors, the Board, the NSF Director, and NSF Senior Management can arrive at a mutual
understanding of the agency's risk appetite relative to the mission of promoting the progress of
science, pursue opportunities, navigate challenges, and position NSF for maximal success.
Internally, NSB also recognizes its responsibility to mitigate risks associated with its own work
and processes.

As the governing body for the Foundation, the Board's primary interest is not to micro-manage
MNSF, but rather to have sufficient and timely insight and information on matters over which the
Board has a decisional role, oversight responsibility, or about which the Board may be asked to
respond by a wide range of stakeholders. The Board also recognizes that risk analyses are
integral to its ability to engage strategically and generatively with N5SF to meet future
challenges, seize future opportunities, and fulfill the public trust.

National Science Board Risk Principles

Risk management is fundamental to effective oversight; evaluation of risk will be
incorporated into all Board activities

The Board must be attuned to its own risk profile to avoid unintended consequences of
its decisions or invelvement in Foundation decisions

The Board must be clear in its information needs to ensure it has sufficient information
to understand the potential risks associated with matters presented to the Board for
consideration.

With a focus on the Foundation, writ large, the Board must include in its risk analysis of
a particular action, a strategic and holistic approach to the larger enterprise.

In applying the Harvard Business Review Risk Framework!, the Board will be sensitive to

the Foundation’s equities in the various preventable, external, and strategy risks in any
given matter before the Board.

! Robert Kaplan and Anette Mikes. Managing Risks: A New Framework, Harvard Business Review, June 2012,
accessed online at: https.//hbr.ore/2012/06/managing-risks-a-new-framework




NSF Governance Structure

e Ultimate accountability and responsibility for ERM rests with NSF’s COO

e Senior Management Round Table (SMaRT) supports the COO to ensure ERM is
integrated into the NSF culture and that responsibilities have been appropriately
delegated throughout agency

* SMaRT provides value by having different points of view all together in the same
room (e.g., All Programs with Office of General Counsel, Office of Legislative & Public
Affairs, Office of Diversity and Inclusion, etc.)

* SMaRT can provide governance and guidance on which risks to filter or share

e NSF will leverage its CXO Council for integrating ERM with mission support functions

* NSF’s Deputy Chief Financial Officer provides senior staffing support to the Director,
COO, and SMaRT
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